Independent Verification and Validation Program by Bailey, Brandon T.
Assuring excellence in safety and mission critical software since 1993
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National Aeronautics and Space Administration 
https://ntrs.nasa.gov/search.jsp?R=20150002732 2019-08-31T13:51:17+00:00Z
IV&VProgram
• ͳͻͻ͵
• ̱ʹͷͲ
– ̱Ͷͷ
– TASC ȋȌ
– 
• Ȃ ͻͲͲͳ
ʹ
IV&VProgramServices
• ǦƬ
• 
• Ƭ
– 

– Cybersecurity&InformationAssurance
– SecureCoding
• ȋȌ
• JonMcBrideSoftwareTestingAndResearch
(JSTAR)Laboratory
– IndependentTestCapability(ITC)
– Robotics
– CybersecurityLab
• 
͵
• AllHighPriorityNASAMissions:
– Ȃ ǡǡ
ǡǡ
– Ȃ ǡ
– 
– ȋǡȌ
– ǥǤ
• FAA
– 
• NewYorkCity911– ECTP
– Ƭ

• JetPropulsionLaboratory
– 
• DepartmentofEnergy
– 
• DepartmentofVeteransAffairs
– ǡǡƬ
Sample of IV&V’s History
Ͷ
JSTAR&
IndependentTestCapabilityTeam
ITCteamformedin2009
ǯƬ ͷ
ITCCharter
The NASA IV&V Program's Independent Test
Capability (ITC) is responsible for acquiring,
developing and maintaining adaptable test
environments. These test environments enable the
NASA's IV&V Program to perform dynamic analysis
of software behaviors for multiple NASA missions.
The ITC team is the expert in simulation and the
IV&V project teams are experts in the systems.
IV&V project teams utilize the solutions developed
by the ITC team within the JSTAR laboratory.
9 Create specialized group for 
simulation and test 
9 Provide infrastructure to support efforts
JSTARLabBuiltin2010
9 IV&V Projects Utilized JSTAR
– AutonomousFlightSafetySystem(AFSS)
– GlobalPrecipitationMeasurement(GPM)
– InternationalSpaceStation(ISS)
– JamesWebbSpaceTelescope(JWST)
– Juno
– MarsAtmosphereandVolatileEvolution(MAVEN)
– MultiǦPurposeCrewVehicle(MPCV)
– SpaceLaunchSystems(SLS)
– …
ITCandJSTAR
• ȋȌ
ʹͲͲͻ
– ǡǡ
Ƭ


• 
– 
– 
ȏʹǦʹͳͷͳǦʹʹ͸Ȑ
• ǡ
ȋǡƬǡǦ	ǦͳǡǤȌǡ

• 
ȋȌ
NASA’s IV&V Program ͸
JSTARLayout
Ƭ ͹
Display
W
hiteBoard
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Conference
Table
Display
Misc.JWST
VMs running on JSTAR servers 
can be accessed from any
machine or via wireless.
SingleLocation– MultiplePreconfiguredToolsandTestEnvironments
Misc.
SoftSim
MPCV / Misc.
MPCV/ Misc.MPCV/ Misc.
JWST / Misc.
MPCV / Misc. GPM / Misc.
RAD750s
NetworkConfiguration
Ƭ ͺ

NOT 
Ǥ




Unique usage of the 
vCloud product allowing 
for external access to 
isolated lab.
Unique implementation 
of shared file storage 
with two non-bridgeable 
interfaces.
WorkPerformedinJSTAR
• 
ȋȌ
– IndependentTestCapability(ITC)
• Acquire,developandmaintainadaptabletestenvironments
– 
• Ƭ
– 
• ǡǡǤ
– 
ǯƬ ͻ
TestSystemApproaches
• 
Ƭ
ͳǤ ǯ
ȓǡǡǡǦǡ
ǡȗȔ
ʹǤ ǦǦȓǡ
ǡ
ǡǡǡȔ
͵Ǥ ǦǦǦȓ	ǡ
Ȕ
ͶǤ Ȁ
ȓǡȔ
ȗ
ǯƬ ͳͲ
ITCCurrentWork
• 
• ȋȌ
• JWSTIntegratedSimulationandTest(JIST)
• ȋȌ
• ȋȌ
• 
ȋ
Ȍ
• ǦȋǦȌ
• ȋȌ
– 
– Interception 
• 
• 
• 
• Ȁ
ǯƬ ͳͳ
2012Softwareofthe
YearCompetition
ǯƬ ͳʹ
GO-SIM Simulation Software Receives Honorable Mention at 2012 
Agency-Wide Software of  the Year Competition
High fidelity simulator with no hardware dependencies
Simulation of  operational spacecraft and ground system 
Controlled execution of  simulation model and processor states (start, 
stop, pause, resume)
Architecture supports dynamic addition of  external custom spacecraft 
components to simulation environment
Fault injection of  spacecraft hardware and measurements, software and 
environmental variables to test flight software management responses
Step-wise execution of  flight software in controlled, repeatable manner 
Execute mission scenarios and characterize timing behavior, memory 
usage, and CPU utilization
"GOͲSIMprovidesasolutiontoreducingthe
costofdeployingGoddardDynamicSimulator
(GDS)tomissionsubsystemteamsandtest
teams...GOͲSIMalsoyieldssignificantreuse
potentialforfutureinͲhouseGSFCmissionsby
incorporationoftheGDS."
StephenLeake
GSFCGDSProductDevelopmentLead
Configurable on a single USB stick
• 
– ͹ͷͲ͸ȋ ͳͷͷ͵Ȍ
– ͹ͷͲ͵ȋͳͷͷ͵ Ȍ

– ȋȌ
–  
– 
 ͵͹ͷͲȋ͹ͷͲȌ
– 	

• 
ǦǦͶǦ ǣȀȀǤǤȀ̴̴ͶǤ
• 
Ǧ͸ Ǧ ǣȀȀǤǤȀ̴͸Ǥ
– ȋ͸ͶͲʹǦ ǣȀȀǤǤȀǦȀ͸ͶͲͲȌ
– ǦǦͳͷͷ͵ȋ Ȍ
– ȋͶͳͲͶǦ ǣȀȀǤǤȀȀͶͲͲͲǦͶͲͲͲȌ
– 
–  ȋȌ
NASA’s IV&V Program ͳ͵
SpecializedHardware
intheJSTARLab
JSTAR’sVirtualization
NASA’s IV&V Program ͳͶ
ProjectXVM1
ProjectXVM2
ProjectXVM3
ProjectYVM1
ProjectYVM2
ProjectYVM3
ITCVM1
ITCVM2
ITCVM3
JSTARServers*
ProjectX
ProjectY
ITC
ProjectXAnalyst
ProjectYAnalyst
ITCEngineer
Thelabutilizesserverand
desktopvirtualizationto
improvetheefficiencyand
availabilityofresourcesand
tools.Thisprovidestheability
torunmultiplevirtual
machinesoneachphysical
machine.Virtualization
removesthephysicalserver
constraintsandenables
sharingofresourceswithin
thelab.
* Currently have 9 ESXi server (mostly Dell R720s) but researching 
VMware's cloud offering.
VirtualizationFeatures
• 
– 
• 
• 
– ȋǡǡǤȌ

• Ȁ
– 

– Ȁ
• 
– ȋǡǡǤȌǡǡ

• 
• ȋȌ
NASA’s IV&V Program ͳͷ
VirtualizationBenefitsw/
CyberSecurity
• 
ǡ


– ǡǦǦǦ



– ǲǳ
ǡ
ǡ



• 
ǡ

Ǧ
– 

ǦǢ


ǯƬ ͳ͸
Summary
• ƬʹͲ

– Ǧ
• Ǧ
– 
– 
– 
– 
– 
– ǥ
ǯƬ ͳ͹
Contact Information
BrandonBailey
ǤǤ̷Ǥ
͵ͲͶǦ͸ʹͻǦͺͻͻʹ
ivvǦitc@lists.nasa.gov
IV&VWebsite:http://www.nasa.gov/centers/ivv/home
ITCWebsite:http://www.nasa.gov/centers/ivv/jstar/ITC.html
JSTARWebsite:http://www.nasa.gov/centers/ivv/jstar/JSTAR.html
Presenter(s):
